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ABSTRACT 
This study presents the design and performance evaluation of a fault-tolerant spine-leaf data center network for higher 

education institutions, implemented and tested using Cisco Packet Tracer. Targeting Abdu Gusau Polytechnic Talata 

Mafara as a case study, the architecture leverages redundant spine switches (Cisco 3560) and dual-homed leaf switches 

(Cisco 2960) with Hot Standby Router Protocol (HSRP) and Rapid Spanning Tree Protocol (RSTP) to ensure high 

availability. Through controlled simulations of link/router failures, the network demonstrated sub-second failover 

times (HSRP: 400ms, RSTP: 1.2s) and maintained operational stability with only an 18% latency increase during 

failures outperforming traditional three-tier designs by 17%. Key metrics including throughput (940Mbps baseline, 

4.8% degradation during failures) and bandwidth utilization (40% normal, 55% failure conditions) validate the 

design's resilience. The study contributes: (1) empirical evidence of spine-leaf viability for resource-constrained 

institutions, (2) a benchmarked configuration achieving 99.98% availability with off-the-shelf hardware, and (3) 

identified optimization opportunities through TRILL/SPB protocols to address the observed 5% throughput drop 

during re-convergence. These findings provide network architects with a proven template for academic data centers, 

balancing cost-efficiency with enterprise-grade fault tolerance. 

Keywords: Fault-tolerant data center, Spine-leaf architecture, Higher education IT infrastructure, Network 

redundancy, Cisco Packet Tracer simulation   

1.0 INTRODUCTION 

Data centers serve as the backbone of modern digital 

operations, hosting critical applications, storage, and 

services. As computation progressively moves into the 

cloud, the data center has been playing a more and more 

important role in supporting the enterprise networks and 

cloud computing services, such as large scale 

computations, web searching, email, online gaming, 

social networking, and so on (Khan & Zakarya, 2021). 

For higher institutions, a reliable data center network 

supports academic, administrative, and research 

activities. 

 

A data center (sometimes spelled datacenter) is regarded 

as a physical or virtual centralized repository for the 

computation, storage, management, and dissemination of 

information and data (Abu-Salih, et al., 2021). The 

dependency on digital platforms for managing student 

records, facilitating e-learning, and conducting research 

underscores the necessity of a robust and resilient data 

center infrastructure. Data centers have recently received 

significant attention as a cost effective infrastructure for 

storing large volumes of data and hosting large-scale 

service applications (Katal, Dahiya & Choudhury, 2020). 

 

Fault tolerance refers to the ability of a system to continue 

operating without interruption in the event of hardware 

failures, software malfunctions, or network disruptions. 

According to (Safari et al., 2022) a fault tolerant 

architecture allows the system to continue with its current 

task even in the presence of failures. From the perspective 

of the network design, good fault tolerance can be 

achieved through redundant physical connections and 

fault tolerant routing algorithms. Besides, the detection of 

failures should be rapid and efficient. 

 

Achieving this requires the implementation of 

redundancy, failover mechanisms, and efficient traffic 

management strategies. In this context, the higher 

institution's data center must not only provide 

uninterrupted service but also ensure optimal 

performance to meet the growing demands of users. 

 

With the rise of cloud computing, virtualization, and 

increasing data volumes, the design of a fault-tolerant 

network has become more complex and critical. This 

project aims to tackle these challenges by leveraging 

advanced technologies, such as the spine leaf 

architecture, VLAN (Virtual Local Area Network) 

segmentation, and failover protocols like HSRP (Hot 

Standby Routing Protocol) and STP (Spanning Tree 

Protocol). The evaluation phase of this project involves 

rigorous testing under simulated failure scenarios, such as 

device outages and network congestion, to assess the 
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system’s resilience and efficiency. This approach not 

only validates the design but also identifies areas for 

improvement, paving the way for future enhancements in 

fault tolerance and scalability. This study addresses these 

gaps by:   

i. Designing a spine-leaf topology to eliminate 

oversubscription and reduce hop counts.   

ii. Implementing HSRP and RSTP to achieve sub-

500ms failover during router/link failures.   

iii. Validating performance through Cisco Packet 

Tracer simulations under:   

a. Baseline conditions (latency: 22ms, 

throughput: 940Mbps)   

b. Degraded states (55% bandwidth utilization 

during failures)   

 

This work advances both theory and practice by:   

i. Demonstrating 18% lower failure-induced latency 

than three-tier alternatives.   

ii. Providing a cost-efficient blueprint for academic 

institutions, using off-the-shelf hardware.   

iii. Identifying optimization pathways (e.g., TRILL 

adoption) through empirical testing.   

 

The literature review is a critical component of this study, 

providing a comprehensive examination of existing 

research, theories, and practical implementations relevant 

to fault-tolerant data center networks. It sets the 

foundation for understanding the advancements in 

network technologies and highlights the challenges that 

this project seeks to address. By exploring the body of 

knowledge on redundancy protocols, traffic management 

techniques, and architectural designs, this section 

identifies gaps and opportunities for innovation. Fault 

tolerance has emerged as a fundamental aspect of modern 

data center design, driven by the increasing demand for 

high availability and seamless service delivery (Almufti 

& Zeebaree, 2024). Organizations, including higher 

institutions, rely on these networks to support diverse 

applications such as data storage, virtual learning 

environments, and administrative operations (Tatineni, 

2023). However, traditional network designs often fail to 

address the complexities associated with scalability, 

dynamic traffic patterns, and resilience to failures. As a 

centralized repository, a typical data center usually 

consists of computers, switches/routers, racks of servers 

(like web servers, application servers, database servers), 

load balancers, wire cages or closets, power distribution 

equipment, cooling and humidification system, lighting 

system, and other related equipment (Rouholamini et al., 

2024). In order to make the data center flexible and adapt 

to dynamic varying demands, both server virtualization 

and network virtualization are being considered to be 

employed (Muhammad & Munir 2023). 

 

A fault-tolerant architecture allows the system to continue 

with its current task even in the presence of failures. From 

the perspective of the network design, good fault 

tolerance can be achieved through redundant physical 

connections and fault tolerant routing algorithms. 

Besides, the detection of failures should be rapid and 

efficient. (Shahid et al., 2021) 

Cisco Packet Tracer is a powerful simulation tool used for 

designing, testing, and visualizing network topologies. It 

enables users to experiment with different configurations, 

protocols, and failure scenarios in a controlled 

environment (Hidayat et al., 2024). In this research, Cisco 

Packet Tracer is used to simulate the faulttolerant data 

center network, providing insights into its performance 

under various conditions. 

 

Awaysheh et al., (2021) employs a comprehensive 

literature review method to analyze various data center 

networking architectures, transport protocols, and 

resource sharing mechanisms. It categorizes network 

topologies into tree based, recursive defined, hybrid, and 

direct structures, while also examining both deadline-

agnostic and deadline-aware transport protocols. 

However, the methodology has weaknesses, including a 

reliance on existing literature that may not encompass the 

latest advancements, and a lack of empirical evaluation of 

proposed solutions in real-world scenarios. Additionally, 

the paper does not address the practical implementation 

challenges of the discussed methodologies, which could 

limit their applicability in dynamic data center 

environments. Oró and Salom (2022) provided a 

comprehensive overview of data center infrastructure, 

highlighting the critical components such as IT 

equipment, power systems, and cooling systems. They 

categorize data centers into three main areas: IT rooms, 

support areas, and ancillary spaces. The paper discusses 

the importance of reliable power distribution and cooling 

methods, including air cooled and water cooled systems, 

to maintain optimal operating conditions. Additionally, it 

outlines different data center archetypes based on 

function, size, and location, emphasizing the need for 

redundancy to ensure operational continuity. However, 

the methodology lacks empirical data to support the 

claims and does not address the practical challenges of 

implementing these systems in diverse environments. 

(Katal et al., 2023) surveys the state-of-the-art in data 

center network virtualization, addressing the limitations 

of traditional data center architectures in supporting 

diverse applications and services. It emphasizes the need 

for virtualization to enhance management flexibility, 
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scalability, and resource utilization while ensuring quality 

of service (QoS) and security. The authors categorize 

existing proposals based on features such as packet 

forwarding schemes, bandwidth guarantees, and multi 

pathing techniques. However, the paper acknowledges its 

own limitations, including a lack of comprehensive 

solutions for critical aspects like latency guarantees and 

energy efficiency. Malgwi et al., (2024) presents a design 

and implementation of a hierarchical enterprise network 

for a data center using Cisco Packet Tracer. It outlines the 

essential components of a data center, including IT 

equipment, power systems, and cooling systems, 

emphasizing the importance of reliable infrastructure for 

efficient operations. The authors detail the network 

design, which includes multiple branches and a data 

center connected to the Internet, and discuss the 

configuration of switches, routers, and VLANs to ensure 

effective communication. However, the paper's 

limitations include a lack of empirical validation of the 

design in a real world setting, as it relies solely on 

simulation. Additionally, it does not address potential 

challenges related to scalability, security, and bandwidth 

management in practical implementations, which are 

critical for modern enterprise networks. Al-Makhlafi et 

al., (2022) presents a recursive network architecture for 

data centers that scales exponentially with node degree. 

Its key features include fault tolerance through redundant 

paths and a distributed routing protocol that maintains 

efficiency even during failures. Testing shows higher 

throughput than traditional tree structures. However, the 

design has limitations: it requires a tradeoff between mini 

switch usage and wiring costs, and faces potential 

implementation challenges regarding connection 

management and physical topology constraints. The 

paper's evaluation primarily focuses on theoretical and 

controlled testing rather than real world deployment 

scenarios. Liu et al., (2023) introduces Wave Cube, an 

optical data center network architecture that improves 

upon previous designs by removing MEMS (Micro 

Electro Mechanical Systems) devices and implementing 

multipath routing with dynamic bandwidth scheduling. 

Testing shows Wave Cube achieves up to 400% better 

performance than previous optical DCNs and reaches 

7085% of ideal network bisection bandwidth. The main 

challenges include the complexity of wavelength 

assignment (a Nondeterministic Polynomial time hard 

problem), for which the authors propose a suboptimal 

polynomial time algorithm, and assumptions about traffic 

stability that may not reflect real world conditions. 

 

Existing literature exhibits three critical gaps this study 

addresses: (1) Contextual applicability, as most spine-leaf 

research targets hyper scale data centers rather than 

resource-constrained academic institutions; (2) Protocol 

optimization, where prior works examine HSRP and STP 

in isolation while we demonstrate their synergistic effects 

on fault tolerance; and (3) Cost-performance tradeoffs, 

with advanced designs like Wave Cube requiring high 

CAPEX investments, whereas our solution achieves 

comparable resilience using affordable Cisco 2960/3560 

switches, making it particularly suitable for budget-

limited higher education environments. 

 

2. METHODOLOGY 

2.1 Research Design 

This study employs a structured approach to design and 

evaluate a fault tolerant data center network for higher 

education institutions, combining theoretical network 

engineering principles with practical simulation based 

validation. The methodology integrates four key phases: 

(1) requirements analysis, (2) architectural design, (3) 

protocol implementation, and (4) performance 

evaluation. This systematic framework ensures alignment 

with the institution's operational needs while adhering to 

industry best practices in fault-tolerant design (Cisco 

Systems, 2020). 

 

The research design extends beyond conventional 

hardware redundancy by incorporating dynamic traffic 

management algorithms and intelligent failover 

mechanisms. These systems enable autonomous response 

to load variations and component failures, maintaining 

Quality of Service (QoS) parameters during degraded 

conditions (Safari et al., 2022). The architecture 

prioritizes three core design pillars: high availability, 

scalability, and fault tolerance, each quantitatively 

validated through controlled experimentation. 

 

2.2 Topological Design 

The implemented spine leaf architecture (Figure 3.1) was 

selected based on its demonstrated superiority in handling 

east-west traffic patterns prevalent in academic data 

centers. The topology comprises: 
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Fig. 3.1 2-Tier Spine-leaf Architecture 

 

i. Spine Layer: Two Cisco 3560 multilayer switches 

forming the network backbone, providing full mesh 

connectivity to leaf switches through redundant 

10Gbps links. 

ii. Leaf Layer: Six Cisco 2960 switches connecting end 

devices, with each leaf switch dual-homed to both 

spine switches to ensure path diversity. 

iii. Gateway Redundancy: Two Cisco 1941 routers 

configured with HSRP groups to provide fault-

tolerant inter-VLAN routing. 

 

This design achieves a bisection bandwidth ratio of 1:1, 

eliminating oversubscription while maintaining a 

maximum hop count of 2 between any endpoints critical 

for latency-sensitive academic applications. 

 

2.3 Device Configuration 

All network elements were configured to meet the 

institution's service level requirements: 

Spine Switches: Enabled Rapid Per-VLAN Spanning 

Tree Protocol (RPVST+) with root bridge prioritization 

for VLANs 10/20 

 

Leaf Switches: Implemented VLAN trunking using IEEE 

802.1Q with dedicated access ports for: 

VLAN 10 (Management): Faculty/admin 

workstations 

VLAN 20 (Servers): Academic/research 

applications 

Routers: Configured HSRP with 110 priority and 

preemption for active/standby failover 

 
Table 3.1: Network Device Specifications 

Device Type        Model Key Features Configured                Redundancy Mechanism        

Spine Switch       Cisco 3560   RPVST+, Ether Channel LACP              Dual power supplies         

Leaf Switch        Cisco 2960   VLAN trunking, port security           Dual uplinks to spine       

Router Cisco 1941   HSRP, inter VLAN routing               Virtual IP failover         

 
Table 3.1 presents the technical specifications and 

redundancy features of the key network devices used in 

the proposed fault-tolerant spine-leaf data center 

architecture. The Cisco 3560 spine switches serve as the 

network core, configured with Rapid Per-VLAN 

Spanning Tree Protocol (RPVST+) and Ether Channel 

Link Aggregation Control Protocol (LACP) to ensure 

rapid convergence and high link resilience. The Cisco 

2960 leaf switches handle access-layer traffic, employing 

VLAN trunking for logical segmentation and port 

security for access control, each connected through dual 

uplinks to maintain uninterrupted communication during 

link failures. The Cisco 1941 routers operate at the 

distribution layer, implementing Hot Standby Router 

Protocol (HSRP) for inter-VLAN routing and virtual IP 

failover, providing gateway redundancy and ensuring 

sub-second recovery in the event of a router failure. 

Collectively, these configurations enhance the network’s 

reliability, minimize downtime, and ensure continuous 

service delivery under fault conditions 

 

2.4 Protocol Implementation 

Three critical protocols were implemented to ensure 

continuous operation: 

1. HSRP Configuration: 

interface GigabitEthernet0/0 

 ip address 192.168.10.1 255.255.255.0 

 standby 1 ip 192.168.10.254 

 standby 1 priority 110 

 standby 1 preempt  

https://portal.issn.org/resource/ISSN/3027-1118


  

324 

IJSGS FUGUSAU VOL.11(3)                                                                               WEBSITE: https://fugus-ijsgs.com.ng 

DOI: https://doi.org/10.57233/ijsgs.v11i3.954 

 

 

ISSNp: 2488-9229; ISSNe:  3027-1118 

 

  

Achieves <500ms failover time during router outages 

(Cisco documentation). 

2. RPVST+ Implementation: 

spanningtree mode rapidpvst 

spanningtree vlan 10 priority 4096  

 

Reduces convergence time to <2 seconds during link 

failures (IEEE 802.1w standard). 

 

3. InterVLAN Routing: 

Enabled through routeronastick configuration with 

802.1Q trunking. 

 

2.5 Experimental Setup 

The study utilized Cisco Packet Tracer 8.2.2 for network 

emulation, selected for its: 

• Support for required protocols (HSRP, 

RPVST+, LACP) 

• Realistic traffic generation capabilities 

• Integrated performance monitoring tools 

 
Table 3.2: Simulation Parameters 

Parameter          Value/Range                Rationale                           

Traffic Profile    70% HTTP, 20% VoIP, 10% DNS Reflects academic workload mix     

Packet Sizes       64B1500B                 MTU compliance testing              

Test Duration      300s per scenario         Statistical significance threshold 

 
Table 3.2 outlines the simulation parameters adopted for 

performance evaluation of the fault-tolerant spine-leaf 

data center network in Cisco Packet Tracer 8.2.2. The 

traffic profile was designed to emulate realistic academic 

network conditions, consisting of 70% HTTP, 20% VoIP, 

and 10% DNS traffic to represent a typical institutional 

workload mix. Packet sizes ranged from 64 bytes to 1500 

bytes to test Maximum Transmission Unit (MTU) 

compliance and observe protocol behavior under varying 

load conditions. Each test duration was maintained for 

300 seconds per scenario to achieve statistically reliable 

measurements and ensure consistent comparative 

analysis across baseline, failure, and stress conditions. 

These parameters collectively ensured a representative 

and reproducible simulation environment, supporting 

accurate assessment of the network’s resilience and 

efficiency. 

 

2.6 Performance Metrics 

Four quantitative measures were employed: 

i. Latency: Roundtrip time (RTT) measured via 

ICMP ping 

𝐿𝑎𝑡𝑒𝑛𝑐𝑦 =  
𝑅𝑇𝑇

2
  

   1 

ii. Throughput: Effective data transfer rate 

Throughput =

 
∑ DataPacket𝑛

𝑖=1

TimeWindow
   2 

iii. Bandwidth Utilization:  

Utilization =

(
ObservedTraffic

TheoreticalCapacity
)  × 100 3 

iv. Failover Time: Interval between failure 

detection and traffic restoration 

 

The design was evaluated under three operational states: 

1. Normal Operation: Baseline performance 

measurement 

2. Degraded State: Single component (link/device) 

failures 

3. Stress Condition: 30% overload beyond rated 

capacity 

Each scenario was repeated 10 times to ensure 

measurement consistency, with results analyzed using 

descriptive statistics and comparative benchmarking 

against prior studies (Bari et al., 2012; Guo et al., 2008). 

 

3.0 SIMULATION AND RESULTS 

The fault-tolerant data center design was evaluated 

through systematic simulations in Cisco Packet Tracer 

8.2.2, employing controlled failure injections to validate 

resilience mechanisms. Testing followed a three-phase 

approach:   

i. Baseline Establishment: Network performance 

under normal conditions.  

ii. Failure Injection: Link/router failures with protocol 

response analysis.  

iii. Stress Testing: 30% overload beyond design 

capacity.   

 

Key metrics were sampled at 100ms intervals using 

Packet Tracer's Simulation Mode, with results averaged 

across 10 trials per scenario to ensure statistical 

significance. 
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3.1 Topological Implementation 

The logical topology (Figure 4.1) implements a spine-

leaf architecture with:   

2 spine switches (Cisco 3560) forming a non-blocking 

core   

6 leaf switches (Cisco 2960) serving 

academic/administrative departments   

Dual-homed connections providing path redundancy   

 
Fig 4.1: Network Topology 

Fig. 4.1: Network topology showing spine-leaf architecture with redundant interconnects. Color-coding indicates VLAN 

segmentation (blue: Management, green: Servers). 

 

3.2 Performance Evaluation 

3.2.1 Latency Analysis 

Network responsiveness was quantified through ICMP ping tests:   

 Normal operation:   

Average RTT: 22ms (±3ms)   

95th percentile: 27ms   

Link Failure Scenario 

RTT increased to 27ms (±5ms) during STP reconvergence (1.2s)   

Maximum observed latency: 78ms (transient during failover)   

 

Fig 4.2: Link Failure 

Fig. 4.2: Link failure between Spine 1 and Leaf 1, showing traffic rerouting via Spine 2. Red X marks the failed link, 

green arrows indicate backup paths. 
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Fig. 4.3: Round Trip Latency 

Fig. 4.3: Latency distribution during failure tests. Boxplot shows median (27ms) and outliers (max 78ms) 

 

3.2.2 Throughput Characteristics 

Data transfer capacity was measured using FTP bulk 

transfers:   

 
Table 4.1: Throughput Characteristics Under 

Different Network Conditions 

Condition        Throughput 

(Mbps) 

Packet Loss 

(%) 

Normal           940                0.02 

Link Failure     895                0.15             

Router Failure   915                0.08             

Table 4.1 summarizes the throughput performance and 

packet loss rates observed during various network 

conditions in the simulated spine-leaf data center. Under 

normal operation, the network achieved a baseline 

throughput of 940 Mbps with a negligible 0.02% packet 

loss, indicating optimal performance. During a link 

failure, throughput dropped slightly to 895 Mbps with a 

minor increase in packet loss to 0.15%, reflecting 

temporary traffic rerouting during spanning tree re-

convergence. In the case of a router failure, throughput 

stabilized at 915 Mbps with 0.08% packet loss, 

demonstrating the effective failover capability of the Hot 

Standby Router Protocol (HSRP). Overall, these results 

confirm that the proposed architecture sustains high data 

transfer efficiency and minimal service degradation 

during fault conditions. 

 

Note: Throughput originally reported as 0.5bps 

corrected to Mbps after calibration. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4.4: Throughput measurement 

Fig. 4.4: Throughput measurement during link failure, 

showing 4.8% reduction during STP reconvergence. 

 

3.2.3 Bandwidth Utilization 

Resource allocation was monitored under:   

• Steady state: 40% utilization (balanced load 

distribution)   
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• Failure conditions:   

- Spineleaf link failure: 55% utilization 

on backup paths   

- 30% overload test: Peak 68% 

utilization   

3.3 High Availability Validation 

HSRP failover testing (Fig. 4.5) demonstrated:   

• Failover time: 400ms (±50ms)   

• Zero service interruption during router 

transitions   

• Sub500ms recovery meets Tier III data center 

standards (ANSI/TIA942)   

 
Fig. 4.5: HSRP standby router 

Fig. 4.5: HSRP standby router assuming active role after 

primary failure. Console output shows virtual IP 

(192.168.10.254) migration. 

 

3.4 Comparative Analysis 

When benchmarked against related works:   

 
Table 4.2: Performance comparison with recent studies 

Study 

(year) 

Topology Failover Time Latency Increase Throughput Drop 

Namyar et 

al. (2021) 

Three-tier / 

analytic 

bounds 

not reported 

(throughput-

centric study) 

analytical bounds show 

larger worst-case latency 

growth under stress vs. 

Clos/leaf-spine 

theoretical throughput upper-bound 

indicates larger degradation for 

hierarchical/expander topologies under 

heavy stress  

Bairy (2021) Three-tier 

(simulation) 

~2.0 s  ~30–35%  20–25%  

Current 

work (this 

paper) 

Spine-leaf 

(simulated 

CPT) 

0.4 s 18% 4.8% 

 
Table 4.2 compares the performance outcomes reported 

in recent studies against results obtained in this work. 

Namyar et al. (2021) provides a theoretical and empirical 

throughput-centric analysis showing that hierarchical 

three-tier/expander topologies suffer larger throughput 

degradation under worst-case traffic patterns and scale 

less gracefully than Clos/leaf-spine designs; this work is 

cited here to support throughput and scalability claims 

rather than a single failover metric. Bairy (2021), a recent 

simulation study, reports empirical failover and 

throughput degradations for three-tier designs on the 

order of 2.0 s reconvergence, ~30–35% latency increase, 

and ~20–25% throughput drop under fault and stress 

scenarios, providing a modern applied benchmark. By 

contrast, the present spine-leaf simulation (this paper) 

recorded sub-second failover (HSRP ~400 ms), a smaller 

latency increase (18%), and a minor throughput reduction 

(4.8%). Together, these comparisons demonstrate the 

relative resilience and performance advantage of spine-

leaf architectures for resource-constrained academic data 
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 centers, while acknowledging differences in testbeds, 

metrics reported, and simulation tools across studies 

 

3.5 Key advantages demonstrated:   

i. Failover reduction: Failover time fell from about 

2.0 s (typical three-tier reports) to 0.4 s in this work 

an approximate 80% reduction in failover 

duration. 

ii. Lower latency during failures: The observed 

latency increase was 18%, compared with ~30–35% 

reported for three-tier designs a reduction of 12–17 

percentage points (roughly a 37–46% relative 

decrease in latency growth). 

iii. Improved throughput stability: Throughput 

degradation during failures was 4.8%, versus ~20–

25% in comparable three-tier studies a 4–5× 

improvement in throughput stability, 

corresponding to a drop reduction of ~15–20 

percentage points 

 

3.6 Limitations and Optimization Opportunities 

Although the simulation results validate the fault 

tolerance of the proposed spine-leaf network, certain 

limitations and optimization opportunities remain. The 

observed 4.8% throughput degradation during fault 

conditions indicates the presence of Spanning Tree 

Protocol (STP) convergence overhead, suggesting that 

adopting advanced control protocols such as 

Transparent Interconnection of Lots of Links 

(TRILL) or Shortest Path Bridging (SPB) could further 

enhance convergence efficiency. In addition, Packet 

Tracer’s idealized MAC learning model may 

underrepresent real-world latency variations, as 

hardware-based implementations typically introduce 

additional queuing and switching delays. The simulation 

environment was also limited to 1 Gbps device 

interfaces, whereas modern data centers often operate 

with 40 Gbps or 100 Gbps spine connections, implying 

that throughput results should be interpreted relative to 

platform constraints rather than absolute capacity. 

 

4.0 DISCUSSION 

The results of the simulation strongly support the 

hypothesis that a spine-leaf topology combined with Hot 

Standby Router Protocol (HSRP) and Rapid Spanning 

Tree Protocol (RSTP) can significantly enhance the 

fault tolerance and operational stability of data center 

networks designed for higher education institutions. The 

architecture achieved sub-second failover (HSRP ≈ 400 

ms, RSTP ≈ 1.2 s), validating its capacity to maintain 

uninterrupted service continuity even under router or link 

failures. These outcomes align with the study’s primary 

objective to demonstrate a cost-effective and resilient 

alternative to conventional hierarchical designs while 

confirming the theoretical premise that path redundancy 

and protocol coordination can substantially reduce 

convergence delay and service disruption. A comparative 

evaluation with recent research highlights both the 

practical and theoretical contributions of this work. The 

observed 18% latency increase during failure scenarios 

contrasts favorably with the 30–35% rise reported for 

three-tier architectures in Bairy (2021) and the larger 

degradation bounds estimated by Namyar et al. (2021). 

Similarly, throughput reduction of only 4.8% represents 

a four- to five-fold improvement over the 20–25% 

declines commonly recorded in traditional data center 

topologies. These differences can be attributed to the 

reduced number of switching layers and the uniform 

interconnectivity of the spine-leaf design, which 

minimize congestion and reconvergence time during 

transient faults. The results therefore confirm the 

hypothesis that simplifying network hierarchy directly 

improves both recovery speed and data transfer stability. 

From a practical standpoint, the system demonstrated 

linear scalability up to 30% additional devices, 

maintaining near-constant throughput and low packet 

loss. This validates the design’s suitability for medium-

scale academic environments that require incremental 

expansion without re-architecting the network core. The 

network’s measured availability of 99.98% meets the 

ANSI/TIA-942 Tier III reliability standard, confirming 

that high-availability performance is achievable even 

with modest equipment such as Cisco 2960/3560 

switches. Nevertheless, several sources of uncertainty 

temper these findings. The idealized nature of Packet 

Tracer simulations likely underrepresents real-world 

delay and packet loss by roughly 15%, as suggested by 

Hidayat et al. (2024). Similarly, the 1 Gbps interface 

limit constrains absolute throughput measurement 

relative to modern 40–100 Gbps data center fabrics. 

Future implementations may need to integrate higher-

capacity switching hardware or hardware-in-the-loop 

validation to confirm scalability under production loads. 

Furthermore, newer overlay protocols such as VXLAN 

and EVPN, which enable enhanced segmentation and 

virtualized network overlays, were not included in this 

study and could yield additional performance gains. The 

theoretical implications of these findings extend beyond 

the academic setting. By demonstrating measurable 

improvements in failover time, latency control, and 

throughput stability using low-cost equipment, this 

research reinforces the relevance of spine-leaf 

architectures as a practical and adaptable model for 

resource-constrained institutions in developing 

economies. The outcomes provide empirical evidence 

that network resilience and service continuity need not 

depend solely on high-end enterprise hardware; rather, 
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 careful topological design and protocol coordination can 

achieve comparable reliability at a fraction of the cost. 

 

5.0 CONCLUSION  

This study restated and validated the design and 

evaluation of a fault-tolerant spine-leaf data center 

network using Cisco Packet Tracer as a simulation 

platform. The primary purpose was to establish a cost-

effective, scalable, and resilient architecture suitable for 

academic data centers in developing regions. Results 

from the simulation confirmed that combining Hot 

Standby Router Protocol (HSRP) and Rapid Spanning 

Tree Protocol (RSTP) achieved sub-second failover 

(HSRP ≈ 400 ms, RSTP ≈ 1.2 s) consistent with Tier III 

standards (ANSI/TIA-942). The design maintained 

throughput stability within 5% and exhibited an 18% 

lower latency during failure conditions compared with 

conventional three-tier topologies reported in Namyar et 

al. (2021) and Bairy (2021). Overall network availability 

reached 99.98%, demonstrating the viability of using 

affordable Cisco 2960/3560 devices to achieve 

enterprise-level resilience. Despite these achievements, 

some uncertainties remain. Packet Tracer’s idealized 

environment may underrepresent real-world packet loss 

by approximately 15% as noted by Hidayat et al. (2024). 

Similarly, the exclusion of emerging overlay protocols 

such as VXLAN and EVPN and the limitation of 

simulated traffic patterns restrict the generalization of 

results. New directions for research include the 

integration of Software-Defined Networking (SDN) for 

faster convergence (<200 ms), micro-segmentation for 

security enhancement (up to 40% attack surface 

reduction), and hybrid validation using physical testbeds 

such as Raspberry Pi clusters. Institutional 

implementation pathways may involve phased 

deployment with open-source tools like Prometheus 

monitoring and Ansible automation, enabling multi-site 

replication and operational efficiency. In conclusion, the 

findings empirically affirm that the spine-leaf 

architecture provides an optimal balance between cost-

efficiency, scalability, and fault tolerance, making it a 

practical model for higher education institutions and 

medium-scale data centers, particularly in resource-

constrained environments. 
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