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Abstract

Since the internet boom in the 1990’s the question has arisen, will it be possible to vote via the internet
one day. In many European countries and around the World initiatives of research institutions, private
organizations and governments have tried to provide an electronic solution to this key democratic
process. This paper work used ASP.net technology to make remote online voting possible in Nigerian
democratic system. ONLINE VOTING SYSTEM is an online registration and voting application and
processing system that allowed voter to register and vote through internet. Using the powerful medium of
internet, voting is no longer a hassle for voter in this technologically enhanced era. With the introduction
of online voting system, the process of registration exercise, following a long queue for voting are now
eliminated. The online voting system provided an efficient online and web based interface for voters. The
online voting system is a collection of forms and ballot forms, and also included voting rules and
regulations forms. The aim is to provide cost and time effective solutions for government in conducting a
free and fair election. The importance of online voting will be more preferred by voters to the current
procedures which is cumbersome and time consuming. This is very beneficial for the government too.
They don’t have t0 do any further paper works everything will be saved on database.
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1.0 INTRODUCTION In this era, almost all the fields rely on online
In  current competitive scenario  every procedures for filling their requirements. In this
organization needs quality processes to increase scenario voting system gains its importance. My
their efficiency as well as improve their work is to develop an online voting system
productivity. It is of vital importance that, which is very useful for both the voters and
manual, time consuming and monotonous government. The Online Voting System
operations are automated so as to streamline the provides cost and time effective solutions for
working of an organization. Since, the existing government in receiving the result for election
system takes more time and manpower for and also providing efficient solution for voters to
processing. Keeping in mind of this problem, cast their votes. It also provides more useful
Online Voting System (OVS) is proposed. With services displaying the voters list and result for
the passage of time,voting, which was mainly election conducted. It is mainly targeted to
manual, has been influenced by Information reduce the time lag of voters and it gives all the
Technology (IT), with debates arising about the details a voter wants to know. Smith and Clark
relevance or not, of computerized/online voting (2005) indicated that electronic voting is the
(Cranor, 2011). next logical step in applying online information-
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gathering and retrieval
government (Scott, 2009).
Online voting system increases trust as the
voters prefer online voting over all the voting
procedures. This is very beneficial for the
government too. They don’t have to do any
further paper works everything will be saved on
their database.

The solution provides very simple and modified
features, which are very easy to view and
operate various features. The paper is designed
and organized in very simplified manner to suit
the online registration and voting procedures.

1.1 Problem Background

In the recent years there are many literature on
online voting has been developed. While online
voting has been an active area of research in the
recent vyears, efforts to develop real-world
solutions have just begun posing several new
challenges.

The use of insecure Internet, well documented
cases of incorrect implementations and the
resulting security Breaches have been reported
recently. These challenges and concerns have to
be resolved in order to create public trust in
online voting.

1.2 Problem Statement

Online Votings are simple, attractive and easy to
use. It reduces manual efforts and bulk of
information can be handled easily. But out of all
these features there are some drawbacks with
this system are, there can be software failure
issue, insecure access of internet and also voter
should be familiar with internet.

1.3 Research Objective

The main objective of this study is an important
step towards streamlining this effort to develop a
framework and identify necessary properties that
a secure and trusted online voting system must
satisfy to reduce discovery redundancy. Such a
framework will allow us to evaluate as well as
compare the merits of existing and future
candidate online voting schemes. System should
support multi-user environment. System should
be fully automated. System should provide
concrete security features like creating users and
assigning privileges to users of the system.
System should be capable to keep track of all the
detailed descriptions of the client and the whole
details of services offered by the client
organization. Various outputs (reports) should

technologies to e-
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be available online any time. System should be
able to handle extremely large volumes of data
(i.e. large database support).

1.4 Scope of Study

The scope of the research work is that it will use
the ID and password created by user to register
him/her in the voting website, through this all
the details of voter are saved in database. And it
will act as the main security to the votes system.
It is an advanced technology used currently. It
increases the internet knowledge of the users
which is very necessary for current generation.

2.0 AN OVERVIEW OF ONLINE VOTING
SYSTEM (OVS)

Research on e-voting technology began in the
early 1980s, pioneered by David Chaum (1980),
with his paper entitled "Electronic Mail
untraceable” and further research is growing
rapidly since the year 2000 with two topics, data
and communication. E-voting research in sub-
topics including Shufless provable. Efforts may
be geared towards the minimization, if not the
total elimination, ofthe problems associated with
manual elections. A number of mechanisms can
be introduced to ensure that time and other
resources are efficiently used. The most
effective and desirable of these options is online
voting. Sergei et al. (2011) developed an
electronic voting platform that would offer
distinct advantages over traditional paper ballot
voting. But their work would not work well for
developing countries (like Nigeria). To solve
this problem we propose OVS for Nigeria
elections.

Online Voting System (OVS): A software is
being developed for use by everyone with a
simple and self explanatory GUI (Graphical
User Interface). This software can be used by
people to vote in Nigeria election. All the user
must do is login and click on to register and cast
his vote. The development and testing is done on
Ethernet. While online voting system has been
an active area of research in recent years, the use
of insecure Internet, well documented cases of
incorrect implementations reported recently.
These challenges are to be resolved so that
public should cast their vote in secured and
convenient way. Proposed online voting system
is a voting system by which any Voter can use
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his/fher voting rights from anywhere in the
country safely. Online voting system contains:

a) Voter’s information in database.

b) Voter’s Names with ID and password.

¢) Voter’s vote in a database.

d) Calculation of total number of votes.

Various operational works proposed in the
system are: Recording information of the Voter
in database. Checking of information filled by
voter.

2.1 Internet:

It is an online facility and hence very useful for
the users. VVoters can vote from anywhere at any
time in Nigeria.

2.2 E-Mails

Election Commission can send the error report
to a particular user through email if he\she
entered false information.

2.3 Product Functions

The product has a server back-end which takes
care of authenticating the users and maintaining
necessary data structures. The GUI at the
server's end enables creating the polls on behalf
of the client. The users must connect to the
server to authenticate their identification against
the password and then vote using the GUI at
their end.

2.4 Overview of Data Requirements

The internal memory requirement will be
constant or linearly dependent on the number of
users depending on the provision of changing
the vote at a later time. In such a case the actions
will be stored in a data structure which will be
referred to when needed. The external data about
the candidates (with photographs) and the posts
or the poll questions and the answers will be
given as input only at the server end.

3.0 SYSTEM ANALYSIS

System analysis is a management technique
which helps in designing a new system or
improve an existing one. According to
Chiemeka, and Egbokare (2006).the importance
of analysis is to produce a requirement
specification, which should present a clear and
unambiguous description of what the system is
required to do and should not fall into the trap of
ruling out possible design alternatives by
specifying how the system should be designed
and implement.

3.1.1 Analysis of Current System
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In the current system, the traditional means of
voting in Nigeria is completely manual and
offline. A prospective voter comes to polling
station, verified and cast his vote manually.
During Election process the present system
handles the following:

3.1.2 The INEC electoral process: In Nigeria,
elections take place every four years to vote into
power a President, State Governors and
Members of states and national house of
assemblies. The electoral procedure involves
many processes. The processes discussed here
are voter Registration, Voter Register
Exhibition, Voting, Vote Counting, Collation
and Publication of Results.

3.1.3 Registration of voters: This is the process
of enabling an eligible voter to have his/her
name entered into a document (Voter Register)
with the aim of offering the person the
opportunity to exercise his/her franchise on the
appointed day of voting. Nigeria laws peg an
eligible voter as one who is 18 years of age or
above, a national and resident in the country.
Materials used by the INEC to register eligible
voters include forms, pencils, photographs (or
thumbprints) of the voter and indelible ink.

The Voter Register is considered provisional so
that changes may be made, until such time when
it has been pushed to the Voter Register
Exhibition stage.

3.1.4 Exhibition of the voter register: The
provisional Voter Register is exhibited at each
polling station once the registration is over, for
the public to come and check that there are no
discrepancies. The public checks for the
accuracy of their personal information. To a
large extent ,the success of an election is
determined by how accurate the VVoter Register
is.

3.1.5 Voting (manual): Voting is the actual
process of casting ballots. An eligible voter goes
to the polling station where his name is
registered and shows his voter Identification
card to the polling official for inspection. Based
on the (unique) voter registration number on the
card, the official looks up the name of the voter.
When it is ensured that no vote has been cast by
that voter, he is issued a ballot paper and his left
thumb marked with indelible ink as having cast
his vote. In an enclosed space, he selects a
candidate of choice on the given ballot paper
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and thumbprints in a space allotted for that
candidate. The voter then carefully folds the
ballot paper (to avoid the fingerprint soiling
other parts of it) and deposits it into the ballot
box provided. He is then expected to leave the
polling centre.

3.1.6 Vote counting and publication of
results: Ballot counting is done manually, with
results collated through a bottom-up process.
This means that counting is first done at the
lowest level (i.e., the polling station level) and
the results collated from that level up to the
constituency level and then to the national level.
At the highest level, the overall votes of various
candidates are ascertained.

3.1.7 Manual voting-associated problems: A
number of problems associated with each phase
of the electoral process are discussed below:
3.1.8 Invalid votes: A vote is considered to be
invalid if the thumbprint has not been placed at
the right spot. Also, a ballot paper which is

Input
People:
Eligible voters, Candidates, Security
Personnel, Party representatives, Official
from INEC and observers.
Materials:
Ballot papers
Ballot Boxes
Indelible ink
Voter registration forms
Voter ID card

improperly folded can be the cause of an invalid
vote.

3.1.9 Long voting process: The manual voting
exercise involves a number of steps that result in
long queues. This is because each voter takes a
considerable amount of time to vote.

3.2.0 Delays in result publication: It has been
gathered that it takes the INEC about three days
to eventually publish a presidential election
result.

3.2.1 High cost of election organizing: The
procurement of materials that ensure the validity
of the Voters registration, as well as the
complete success of the electoral process make
election costs very high. Indelible ink, ballot
boxes and papers as well as other logistics,
despite being expensive, are indispensable in a
manual voting system.

Output
Processing Free and fair election
Voter registration process  —>| Result acceptability to
Ballot Process both parties
Votes Counting process

Figure 1. Manual voting system framework.

There are a lot of short comings for this kind of
procedure (fig.1) which some are:

e It may take much time and hence not

suitable.

e Itinvolves much cost.

e They may be missing a lot of details.
But online voting system provides more security
to the election management. The system never
allows your data to be lost or corrupted. It is user
friendly system that allows voters to vote easily.
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4.0 ANALYSIS OF THE ONLINE VOTING
SYSTEM

The online voting system has the following
features:

e In comparison to the present system the
proposed system will be less time
consuming and more efficient.

e Analysis will be very easy in proposed
as it is automated.

e Result will be very précised and
accurate and will be declared in very
short span of time.



1JSGS, 2(3), September, 2016

The proposed system is will be very
secured as no chances of multiple
voting.

Online voting procedures imply the use
of computer technology in undertaking
such activities as \oter Registration
Exercises, Voting and Vote Counting.
Although the initial cost of developing
computerized voting systems would be
high, the long run effects would be that
election costs would drastically reduce.
Computerized voting systems would
make obsolete the need for ballot boxes
and papers, because the system would
simulate these. This would mean that
printing costs would be reduced bya
considerable amount. Computerizing the
verification process by using the
computerized voting systems would
help to enforce relevant controls in order
to verify whether or not a person has
already cast a vote, leaving no need for
indelible ink. (Balagurusamy 2010).

Computerized voting systems usually
tally results as and when votes are cast.
This also means that vote counting,
which wastes time when done manually,
would be eliminated. At the click of a

Eligible voters register online

button, results of an election would be
known. In the event of a run-off, there
would be no need to print a different
batch of ballot papers or purchase
indelible ink. The computerized system
would be reset to reflect the candidates
who would contest. A number of
electronic voting systems have so far
been developed (Joaquim, 2005;
Eliassonet al., 2006; Sergei et al., 2011).
4.1 The online voting system - is a
Direct Recording Electronic Voting
System which provides a plat form for
simplifying the electoral process for all
institutions that employ voting in
decision-making. Online voting system
has several security requirements like
access control, as well as user
authentication incorporated into its
design structure, making it not only
secure and reliable, but also resilient. It
also provides for user-friendly graphical
interfaces and tools which make voting
easy and enjoyable, because it is
equipped with security measures that
range from the application design to
implementation,  management  and
monitoring (Figure 2).

and will be given Voter
Identification Number. He is to
provide password.

On election day, registered
voter enters his password to be
allowed to vote.

INEC accesses the

database to find the total
number of votes cast for

Vote is sent to the database

Figure.2 New Online voting system framework.

5.0 ONLINE VOTING SYSTEM DESIGN METHODOLOGY

Proper methodology selection is important in any system development to ensure that all activities
involved are done in the proper manner. System design cannot be done without appropriate representation
of the design, which can be done using design models. The model used is waterfall which has the
following phases. The model of a process is very simple, permitting use of simple techniques of design.

Figure 3.
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Installation ’

Operations
and

Support

Figure.3 Online voting system (OVS) Model.

5.1 Communication Interface

HTML
\A
Server _ SQL

Server

A
\4

M /

TCP/IP

Client Software <—>

Figure 4 OVS Communication Interface.
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The diagram above shows the connectivity
between the client side, application server and
database server. The client can access the
HTML server software. These are connected to
the I1IS Server by a TCP/IP which is a
communication protocol (fig. 4) used to connect
to the internet. This Server now directly
communicates with the database made in
Microsoft SQL. All the enquiries or data will be
retrieved from the database.

Login

Remove Voter

Voter

Update Voter

Register

Vote

5.2 Use Case Model

Use cases are widely used approach for creation
of user scenario. They describe how users
interact with the web application to accomplish a
task, the users (VVoter and Admin) are referred to
as actors and presented stick person while the
task they perform(Login, register, Vote, Remove
Voter, Update Voter and Display result) (fig. 5)
are referred to as the use cases and represented
by ellipses as shown below.

2

Display Result

Figure. 5 OVS Use case.

5.3 Features

On-line voting is software system through which
voters can cast votes through registering
themselves on the voting website. All the
information in sites which has been entered are
stored in database. For each page in the website
have its own database table. Each voter has to
enter his all basic information like name, sex,
age, nationality e.t.c. This is the first page of the
website known as the home page. It has all the
page options like Home, Polling Dates, Register,
Login, About us, Contact us, etc.

6.1 USER INTERFACE DESIGN

6.1.2 Home

This is the first page of the website known as the
home page. It has all the page options like
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Home, Polling Dates, Register, Login, about us,
Contact us.

6.1.2 User Login: After registering into the
website, this information is saved to the database
and sent to the election commission. The user
can Login to the website with his unique
USERNAME and PASSWORD generated
through registration. There is an option for
FORGOT PASSWORD, in case user forget his
password then he/she can go with option of
forgot password.

6.1.3 Candidate Login: After registration
candidate can see his/her profile and can edit
his/her profile. The candidate has facilitated with
all the latest news update regarding election.
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6.1.4 Election commission officer login: After
login election commission officer will verify
whether user and candidate is authentic or not.
6.1.5 Online Voter Registration Module:
OVRM is the subsystem responsible for
managing the voter registration process. It
provides interfaces where voters can enter their
records as well as update their records. OVRM
generates a Voter Identification Number (VIN)
for each voter.

6.1.6 Online Ballot Module (OBM): OBM
manages all online balloting activities. It
provides interactive interfaces for registered
voters to cast their votes. OBM denies people
who have already cast their vote’s re-entry into
the system.

6.1.7 Election Statistics Module (ESM): ESM
is the subsystem responsible for automatically
tallying votes and performing various statistical
computations. It provides a user-friendly
interface where election results are displayed.
Also, it provides facilities for the printing of
hard copies of results.

6.1.8 OVS Database Manager (ODM): ODM
has an important role to play in the operation of
OVS, in that, it is the part that stores information
such as voter registration details, votes of
candidates, voters who have already voted.
Momson, M. Morrisan, J. and Keys, A.(2002).
6.2.0 Resources

We create this software with following resources

8.0 REFERENCES

Andrews, M. and Whittaker, J. A.(2006). How
to Break Web Software: Functional and
Security Testing of Web
Applications Web  Servers.
Addiso,Wesley.

Balagurusamy E (2010). Programming in C#: A
Primer 3rd Edition. Tata MCGraw Hill
Education Private Limited.

Cranor, L.(2011). Electronic Voting Hot List.
Retrieved from:
http://lorrie.cranor.org/voting/hotlist.htm
I (Accessed on: 12 April, 2016).

Chiemeka, S. and Egbokare F.(2006).Principle
of system analysis and design. Root
prints and publisher, 1st edition.

Dwumfuo, G.O and Paatey, E.(2011). The
Design of an Electronic Voting

and

130

Presentation Layer . ASP.NET 3.5
(C#)
Enterprise Information Layer: Microsoft SQL

server 2005.

Operating System : Windows (XP,
7)

Server - 11S server
Other  Web Technology : JavaScript
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